BR PLC fift OPC UA Server RECE 1

1. FRAER
PLC fi OPC UA server 7 % AR 14y B4.04 J L .

2. WG OPC UA R4

N T OPC UA ¥ client BB U5 M B AR R4, UINEHGE H AR 24t OPC UA server.
W PLC RN i, 4R T M AsOpcUac iX A4 OPC UA % 7 i g, s 5B
W PLC ) OPC UA #%i.

7t physical view /1, 7£ PLC fA47 8 P41 5 b 16 4% Configuration.

B online settings | & apr
CREBBLACE®R || 00

Name L... Positi | Name
p

______ w o Software
- /O Mapping

Configuration

b Permanent Variables |

Variable Mapping

¥ OPC-UA System 1IX— i) “Active OPC-UA System” %4 on.

Sa ¥ OPC-UA System
: Activate OPC-UA System |on

f 1

Metworl Settings

=]
- Securty
- ™ Facets
¥ Subscription Settings
“* Encoding

WRR AT, XL T . HESBEATFENS) (WREH ARsim M4, Network
Setting 5[ it 3 115 B Ul 4841)
WRE T NS EARE X, ESH TR, Hh B T8 1NS40.

OPCUA #%4 (2 | #ihH

15 AR AR5 )

Activate OPC UA | On fEfE Hbr R GiH) OPC UA R4

system(B4.04) Off (BRIME) | KMIHFR RGN OPC UA 24
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Network settings ( X2% % & )

Port number

Pk 15 1] OPC UA server 2535 15 (ERIAJY 4840) o 412Ri%
o 5 DA e RS 45 . 84 BR server 2XHUH OPC UA
JA g, JEEE 35900, % IRl fE R AEAEAE M ARsim I, 4n iR
KN 2e3E T OPC UA B U4 TTIZAT discovery server, B3 /2
R A 22 3 e T B 2235 7 demo server F181T 1 1% server.

Subscription settings

T BB ED

Maximum sample-

queue size

Wi R B IR R AL A B ) B R AT i B (CBRIACH 1000« SRAEBAS
(RS2 B R/ H 2% P i £E A B A TN FR e 1Y), (H2 S22 B
PR A1 o

2 P el LLE A “Monitoreditems” 583 “Subscriptions” 1T %1%
5 P A S E A . B AR 2 R ER S, B2 A A JE
BRI RIBIBHNLE 7 P oo ZIBEN 2B BB BT AR A
KA 401 SASSOT B, 57 it 2 i R A E I

BAZ A — SR 0 s B TR BT R A AR B R R/ N A 2 . il e
% UDINT 2874 ) ARRAY[1..1000] /) 100 IR A4AE, EAHFIHI R
AT, K5 H DRAM H 400000 4N775.

B P S TUE SCHR)RAE S SR AT ) ) R M B AR A SR vt 0 T AT
¥, PSSR ERRS FAETIK KRB N A, aTeaE
I IXAN B B SRR

Event settings (F{H%E)

Auditing server

facet (A4.25)

Enable audit events
(A4.23)

On R HAFIL TS, i OPC UA server HLL R ahfEA:

AR F A

o AHIHRSEINE CRT N AER, HliniES
Gty

® LIEMRSENE (Bl B AE D

® HAKTSAME (B o & RN aE
“Default View Editor” H{fifE “Audit Events” &
B, ARl
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Off (B | LA F S, OPC UA server ASexA: plic s 344
D

Security settings (‘%41 &)

Security admin EREHR TEEMRMAE. AP ABRGY g A En] ik
(A4.25) P, AR IR
® USRI A

Keying
String encoding TE X T MRS 2R AN v D Re R i fe] 4b 3 STRING 2 #5257
(C4.25) ® UTF-8: iHUFIS STRING EAIKIE AR EF UTF-8. %

PR A2 STRING ZEAL AT LA RAL Y Fe # 1A 4R
® 1SO 8859 (BRIA) : FriERIY J& ASCH FAF5E. &H ANGEH
P F R i 775 Bt 431Ky Bad_TypeMismatch T 445 4 .
i UTF-8 I, -7 B 3/ E AR AE Tl e A AT RE AN wT ) sl PR A A6
. Bltn, 27950 UTF-8 747 R A strlen() A2k [nl 7y B2 (1 45
2.

HEE: £ ARREMET A4.23 1, OPC-UA KIZBRA—FER.

B4 ® OPC UA Server
; *  Activate OPC UA Server

EI .\J Metworle Settings

f @ Port number 4240

B & Austhertication

: ------ @ Allow anorymous access an Allow or prevent anonymous access to the server
- @ Anorymous access nghts Read Limit rights of anomymously logged on user

- _“’? User User with all access rights
------ @ Usemame admin
: te @ Password password
El - Subscription Settings
o §  Maximum Sample-Qusue Size 100 Limits the: maximum sample queue size
El = Datalttem Settings
- @ Highest Enum Value 1000 Limits the range for the EnumStrings property of the MultiState Discrete Type
OPC UA server 1t BH

Authentication

Allow anonymous access | On (ERiA) | $87E T B4 Uil Mo AR (52, 5)
Off A5 1L B 44 1 1)
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Anonymous access Read R

rights Read/Write GRS

User AR B 7 i 8 SR B HEAT R A 1) FH P 44 AN

3. OPC UA HIBR AL Bl Zm %855

fifE OPC UA server o, i ZEAE BRI Bl g 4R 4% b A AE 75 292 it 45 OPC UA 2 i i
s .

Ak, b B AN E TR B AN A R BT RRR .

HR: £ AR IRCAACT 34.08 B IHRCA T, BT K AR B #E y OPC UA Il A & §iE
fit o AEBRUAL B g 25 b R RERC B U7 1) 07 s

RN I g 45 23 £F Configuration View FH T IF.

=2 & Config2 [Active]
. f Hardware hw
ﬂ Hardware hwl
EJ -:EQ PC

:,L" Cpu.sw

: % Cpu per

: @ loMap jom

. Q‘} PvMap . wem

- [ mapp

: ﬁ Connectivity

L

i YA =]
m AccessAndSecurty
----- |= Hardware jpg

OPC UA BN = flge S5, dr] I T HERE. EEHPNAEF, OPC UABIREE
R K OPC UA Fr2%.

(1) f#5E OPC UA Fr%s

PR EAMA R A E, AWM AR R A &
o it THA Y g

o EEMEOFKE “Enable” JEMEN “True”
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[ £ OpcUaMap.uad [OPC UA Default View]* X

Blleole & 4

Mame Datatype
El y # Default View
B 5 <Default>
- ] Global Variables
El ServerVar

.

...... P i INT

- @ |irtVar INT 1%
------ & RealVar  REAL[D.9]
------ @ StringVar STRING[20]
[ # Strvar Test_Datatype

Properties - IntVar

Mame Walue
=] ﬂ IntVar

‘- @ Enable
Falze

W

BEMREZ JEMA KA T, Wl T e E.

Mame Value
= !ﬁ Imtar
------ 1 @ Enable True
------ @ Audit Events Off

[=]- E Authorization
b @ Inherit From Parert  Inhert Al

=" ™" Rights / Roles Administrators
b @ Visible
L @ EBrowse
@ Subscrbe
@ Read
e @ Write

- P EU Range Violation

------ @ EU Range Violation  Accept

B P Authorization

- 7% EU Range <Default
...... B Low

------ @ High

[ 5 Authorization

(=} %' Engineering Unit

------ @ MName

------ @ Symboal

Value

------ @ UnitlD |

------ ¥ MNamespace
- P Authorization

(2) &ML
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W B /A OPC UA MRZELEA A R B AR » %15 B 2 s W B A A 6 R A
BURRSZHL . Mt TE UserRoleSystem Fi%E K. BRIAKEHAH —1 “Anonymous”
MF, J&T “Everyone” Mfita. $:FKIAT N OPC UA RGN .

= ¥ Config2 [Active]
& Hardware hw
- & Hardware hw
B & PC
= Cpusw
ﬁ Cpu per
@ loMap iom
@ PvMap vwm
- () mapp
E} ﬁ Connectivity
P B ﬁ OpclA

E OpclJaMap uad

E:] Certificate Store
,E:] Transport LayerSecurity
- |e=, Hardware jpg

B, ESEAK OPC UA RGUAINA T, SNFERARR ARG RIERMAER. &
i “Default View” , 7EJ@&MEH i “Add Role” 2 HBLTHAE, W LLEREFRER M.

| 7 OpcUaMap.uad [OPC UA Default View] X ] = ||

.@WW & 44 Mame Walue

= ‘H Default View |

b @ Audt Everts Off
B ﬁ" Authorization

= ﬁ" Rights / Roles Add Role

[ Global Variables

ey @ \isible
@ T ! @ Subscribe
- ¢ IntVar INT ! @ Read
- ¢ RealVar REALID..5] b B Witte
i g StringVar STRING[20]
I & Str\ar Test_Datatype

B lﬁi Default View
- @ Audt Events Off
=- lﬁ" Authorization

!Ej Rights / Roles | vi

ey @ Visible
fey @ Browse
------ r @ Subscribe Everyone
------ : @ Read
- ' Q Write
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wrh—AMata, WRUNIZA BB ERR.

Name Value Value
= !‘_aj Default View

b @ Audt Events Off

E.f}’ Autharization

E----;_”"f Rights / Roles Administrators Add Role

------ @ \Visible

""" @ Browse

------ @ Subscribe

""" @ Read |

...... ; W Wrte
T LABCE BUR JLANBLIR -
PR i
Visibility CAJ i) OPC UA Fr%& 2 75 7E OPC UA server FHRI I, ERIAH True
Browser (%) OPC UA F3%5 (117 B 51 £ OPC UA server F2 BT B, BRINH

True

Monitoring (i4%) | OPC UA F%5/2 75 7E OPC UA server "hrf i, BRIAA True
Read (i%) OPC UA FREEIIEZ T3 7E OPC UA server HHif ik, BRILJY True
Write (5) OPC UA Fr28 1I{H & A5 7E OPC UA server 175, ERIAA True

Ak i FTHBLE “Add Role” FTLAASINLE AT, JFRMEOBERIR.

Bl ;‘_EJ Default View

@ Audit Events Off
E.f}’ Authorization
E.ﬁ’ Rights / Roles Administrators Everyone Add Role

b @ Vishle
@ Browse
@ Subscrbe
@ Read
e @ Wrte | [ |

R, BHATENLR, Everyone FIAUR & RiE, ANEEH K.

FERPIRGER T, AT S AT LR E AR o 1279 £UT B9 f0R] BB AR AR s Y
BURR, B AT AR B AR

R, BATR P E A A B O TRIBUR. b — M, EErErkE N
AT AT B HAUR . BROAIE DL, AR kR b — 70 i &, i RABZAE SRR
WH, TEEHESKMEKRENEBEDY None.
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B 8 IntVar

------ v @ Enable True
------ @ Audit Events Off
- P Authorization
------ @ Inhert From Parert [I.rhent Al v]
B P Rights / Foles Inherit Al
b @ Vigible AReA-Heaa-oR
- @ Browse i
------- @ Subscribe
....... @ PRead
....... @ Wite O

%A “Inherit None” ZJ&, “Rights/Roles” mial LLZIBTHEE T .

(3) EU Range
ZER AT DA AR R (PR R TRRZ) BB — M. AR EHE AN K, <k
BEHNERWE 2 ST BOE TG R AETEE P, MH%HE EU Range Violation”
HH R T B AR PR

Low MK Eoll FIRME, WRARE, Bax

L HEh b BRI TR .
High fRix BVaH EIRME, WRARE, Bax

H
H 3l B EAR R ) ERR .
“EU Range Violation” 7] LA B {18 H o B i i AL B 7 7%

Accept: #2525 N1H;

Rejected: #E465 N#:4E ()45 Error: Bad_OutOfRange) ;

Limit[BRiAME]: PLESASIE I BR OB S A (StatusCode: Good Clamped) ;

L:_I.ﬁ" EU Range Viclation

------ @ EU Range Violation Accept
-y 5 Authorization
=4 %* EU Range <Default Add Role
""" ' @ Low &
...... ' [*] High I 100 I
[y P5% Authorization

X v EE R A AR, T DGR N AR R M B i E A FIYE R iR
IR RCE T SR RE S, AR A AT EVE B §UA 2 “ Default” ¥ & 1O{E
Ta o A IR A AT DUE SCHRR (A VE o

ST, RAAAE “Default View” 11 i Abdsin 1 IFBLE 1 PV BURKI M5 A4 RELE S
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= #4' EU Range Violation
------ @ EU Range Violation Accept
F- P Authorization

= & EU Range <Default= | Add Rale
...... 1 @ Low &
- y @ High 12

AT OV R B BRI ETE . £ ETIRAABEMN AR s T EFRE
(ICIEE Py Ry

= ﬁ"‘ EU Range Violation
@ EU Range Violation Accept
& P Authorization

- 5% EU Range <Default = Add Faole
9 Low =
L @ High
- P8 Authorization

[
L

TER: XTI “Authorization” WIRBEFEAEAR, ALK, M2 4R ARARATHT
JeE AL B AR

(4) Engineering Unit
ZIECE 7] LAy OPC UA B W B FiAr . TR AL 7R 7E AS HY toolbox . 3% H AT 75
AT, Wk B HE 8 3 AR & ) Engineering Unit &b BRI,
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Toolbox - Engineering Unit Catalog
Catalog | Favorites I Hec:arﬂ

e @ | % Search..

Sector
Spa:;;h;r.;::l Periodic and Mechanics Heat
Time related ph...
Blectricity Light and Acoustics

and Mag... Related B...

Space and Time

B4\ B4, G |

ialnglei . Ier!gthl. area volume
Mame Symbaol

acrefoot (based on U.5. 5., acreft (US survey)

ampere A

ampere hour Ah

ampere per centimetre Adem

ampere per metre Adm

ampere per milimetre Asmm

ampere second A

attofarad aF

attojoule al

bar [unit of pressure] bar

bar per kelvin bar/K

bame! (UK petroleum) perd...  bbl (UK lig.)/d

4 UaExpert M5&
FIFF UaExpert, &Gl II— MRS 48

Project 5 X

4 [1 Project

| ! Servers

4 ﬂ Docume
[1 Default

Copyright © B&R
OPC UA Server [it &.docx / Mu Shanshan

12. Januar 2017
Seite 10/17



LEFT TR TEME, &+ “Advanced” &Ik,
Y, SEBRELE) OPC Server M 55 B N 4840, i A1 BN 4841.

.—' Add Server

SR x

Configuration Name |

sdvanced

Server Information

Endpoint Url opc.top:/f127.0.0. 1:4841

Security Settings

Security Policy [Nune

Message Security Mode [Nune

.-. Add Server

Configuration Name |

pr—

Server Information

Endpoint Url opc. top: /192, 168.0, 3: 4340
Security Settings
Security Policy [Nnne - ]

Message Security Mode [Nune

RN OPC UA Server [ftthli., K.

INRREN TS ERSS A%, W 2 B N RS IARERA ERSTEE, WS IR

HARES
Project g X Froject B X
4 ,I:l Project 4 E] Project
4 SErvers 4
[ &
4 Documents 4 Documents
[0 Default DA View [3 Default DA View
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R B2 )5, #iA LAFE Address Space Wk FI % B I AR B .

Address Space B X
{}|NnH@m@ht -
) Root
4 D) Objects

¢ g DeviceSet

* e DeviceTopology

I gy NetworkSet
4 & PLC
4 |2 Modules
4 4 <Default>
4 8% ServerVar
= @@ IntVar
> |@ RealVar
- @ StrVar
» 6 StringVar

[ & Server

> 2 Types
> 2D Views

H R EEEAR R, REEMBEGAME O, SRR RS T 7. AR
B E LB IUIRES . R B MRR I E A S 1E, 0] IR BAA S &
FI1E

et oA View |

# Server MNodeId Display Mame Value Datatype source Timestamg Server Timestam Statuscode
NS6|Stringl:Ser..  RealVar {5620,5620,5620,5620,5620,5620,5620,5620,5620,5620} | Float 9:54:45.070 9:54:45.070 Good
MNSB|String|:Ser..  StringVar Hello String 9:52:30.152 9:52:30152 Good
MNS6|String|:Ser..  IntVar 11240 Intld 9:54:45.070 9:54:45.070 Good

T EERAAE, £ UA expert 1, Z5RARANRENE Oy — DMBREATIEIN, FHEHAAINING
(AR RN
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Project 5 X | Default DA View

4 [ Project * Server MNode Id Display Name Value Datatype source Timestamyg erver Timestamp Status
4 [3 Servers INSB|String|:5er.,  RealVar {6173,6173,6173,6173,6173,6173,6173,6173,6173 6173} Float 10:03:56.550 10:03:56.550 Geod
Q} MNS6|5tring|:Ser..  StringVar Hello String 9:52:30.152 9:52:30.152 Good
NE6IStrinaliSer,,  Intvar 12346 Intlg 10:03:56,550 10:03:56,550 Goog
4 [ Documents MNS5|String|:Ser... BOOL_C false Boolean 4:57:23.349 9:57:23.340 Good
1 Default DA View NSE|String|::Ser..  USINT_A 0 Byte 9:57:25.452 9:57:25.452 Good

e T

Address Space X
5 v Highlight -
3 Root
4 [ Objects
> i DeviceSet
> @ DeviceTopology
» i NetworkSet
4 & PLC
4 ) Modules
4 5 <Default>
4 @ ServerVar
> @ IntVar
> @@ RealVar
4 @@ StrVar

@ BOOL_C

4 @8 SubStruct E

/
> @ StringVar
> i Server
i Types
S

5 #1 (Audit)
A LN OPC UA MRS B Audit B 1. XFE, MR IHS TARRR, MRS HXid
A DI SRAR B IR, IFA AR S5 ok R s & 1T OPC UA % /'3 i 5 1 o
(1) B 2:EAE MpAuditEvent HH1gifg 19 5 4E,
A UE IS MpAuditTrailConfig DyRESH[1) Config W EKEE .

H ¢ AuditConfig MpAudit TrailCo
¢ Everts UINTID..9]
L& Everts[0] UINT 16
L& Everts[1] UINT 18
L& Everts[?] UINT 2
L & Fyerits[3) LINT 7
- Events[4] UINT 19
— & Everts[5] UINT 0
- Events[§] UINT 0
—*  Everts[7] LINT 0
L& Everts[g] UINT 0
L Everts[9] UINT 0

(2) OPCUA M AG i E
AWM FERE., 20Ok E 245 5N Administrator, 55— 23 Auditing

Server Facet % & N on.
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E-s ¥ OPC-UA System

----- , # Activate OPC-UA System on
F- o Network Seftings

B Security

- Software Certificates

by @ Security Admin Administrators
=1~ Facets
-y #  Auditing Server Facet on

#- 1 Subscription Settings

(3) £ OPC UA [figwas . fHREAZ &M Audit J& 1.
A VEAR F S MR 4, B S et — N E R Audit JE 1%

J,‘ OpclaMap.uad [OPC UA Default View]* I bl |
Name Yalue
!élé LR
% %? ! =y |Ciefa it ‘u"lF'E |
Bl N « @ Audt Events On
2 E.d-' Default_\ﬁew ‘""!ff e
L el =525 Rights / Foles Administratars
{Z] Global Variables . @ Visble
,[’ TakeoutCon P @ Browse
@ FeederConv ------ @ Subscribe
8- [’ WaterHeate - @ Read
...... & _WaterTemp P L 9 Wite
i @ AmayTest
- dr  MnAuditValieThanne Stat iz

BESEHAE, WERAR P ImE 7 AARRME, IRSTaXim 2 E MK Audit F4E (ID19) .
IR MR ST A X I B %A MR, W2 AR ID16 B (R AE MappAudit FHscH
Mo Bz, WMASERFEN .

6 K&

B i«

® 5% 50 41 (session) ;

® HRifimZ 100 M B

® &AMT R 1000 A 5T
°

B/ RFE R 10ms;
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UA b2 10 J& 14

NEREGH T UA BRI S B IERE R -

JE
(AR HZIGHA,

IR )

L

Enable

GEIGRRA

J4.08, FREH TR
ANFITE B2

EERAILEI 1, 5B OPC UA WS ATH. [BRIME: False]

Enable
automatically

GE G RRA
J4.08, UIRT-Z5H
)

BRI R AT HENfERE. [BRAME: False]

Display array

WEHAITCEZT AN (FE OPC UA IR 48 L 75 oy Bl 1

elements A o [BRAME: False]

GEIGRRA

J4.08, XIRT-%

7H)

Elements inherit BB SRS R 7 IR SRR E W ENE. [BUAME: False]
properties

(-, IXPRT&544

ENAIEIEiED)

Audit Events W E OPC UA IRSS28 2 M ML Z 1T AT N (Bl AR EAE Bk
GG FAs 5 AR Audit F4F. [BRIME: False]

A423, FFA T W ZEME R E N True, ISAFTAE FOIZE MRS, JFH
) AL (BRRNKE) .

TS RN G AR B 7 T — H SO A 25 R i 2 o4, BT LA
SERIR T I RE S R (HAE T DURR IR — AN S5 F AR T T R
Audit =4, W2 w, RWERT SARE T Audit F44, B4
B E R T G R ZE A W BN True. WRFEAITTERM
ZJEMECH, A ERETE FOZE kM.

Access right

(& AbRRA
Z4.22, Ak
25

WE M P i OPC UA ARAEI RV 1A A R

None 1% OPC UA FRZEA LS V5 1]
Read 1% OPC UA FrZ N H ik
Write 1% OPC UA RN RE
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Read/Write[ERIME] | 1% OPC UA BN AT 5

Authorization

BLEAE OPC UA iRk 55 4% HH AR N T sl I B A Jo s AR

QYT
A4.23, FTE T
EY)
Value range W 25 N AH T H 8 VS R ) Ab B 5 v

violation GEuEHR

o Accept EXZENE
ig;ﬁ;){liﬂ}% Reject 465 NE/E (345 Error: Bad_OutOfRange)
T Limite[BRIME] | DABSAILRIBRAZEACE S A (StatusCode:
Good Clamped)

Range of value

B MAEIEHEEAE T OPC UA BRZERIZ A TE

(R AR RRA MR T NI E, S5 N ER E & AT 15 E 1S
A421, EHEZE | . #%F8 “Value range violation” H (115 B 4k S .
RFREE)

Low JoHE IR . WRAEE, BasHEERNEEERAE TR
High JoFE FRRME. WRAERE, a2 HhEE RNEEERAE R
Unit OPC UA FrZE I 54T

QYT NREE B AL, I “Engineering Unit Catalog” H i i 4
A421, DB | e N

RFREE)

Name BN EREA TR, B, KBRS

Icon BN RN AZER, BN, mis CRRESRED)

Unit ID FAL ID 5 CRNRESmED)

Namespace & SCHAT R IRR N CRREYm#)

(ERENEH

BT At Ea

P A e E IR AR R, T BLR N AR A i B AR Ve .. RO At
I CE 7 SR RE S, AR A AT EVE B §U A 2 “ Default” ¥ HO{E
Yoo A IR A A AT DUE SCRRR(EVE o

ST, RATAE “Default View” 1 i Abdsin 1 IFBLE 1 PV BURKI M 5 A4 RELE S

EI 5‘1 EUl Range Violation

...... : ] High
- ¥ Authorization

----- @ EU Range Violation
F- P Authorization

Accept

Add Rale

IR P E T2, A NI A GRS B R Z A R
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WA LU B B B A ASHMETE . 72 LN IR EM N R R . sl TR PR
B AT 5 X LA

EI ¥ EU Range Violation

------ @ EU Fange Violation Arcept

R P Authorization

<Default >
------ @ Low | =]
""" @ High

[+ P57 Authorization

Add Role

Engineering Unit
ZIRCE T LAY OPC UA R B B B0 . AL s 7R 7E AS (1) toolbox H o ik H1 T 75
BAAL, WU BHE 3 B AR B 1) Engineering Unit &b RI AT

Toolbox - Engineering Unit Catalog
Catalog | Favortes I Hecem|

\P;Fﬁ % | Search...
Sector *

"% o @ o/
Space and Periodic and Mechanics Heat
Time related ph...
iy tQ @
Electricity Light and Acoustics
and Mag... Related ...

Space and Time

A4 O4, O

03

OPC UA Server [it &.docx / Mu Shanshan

ialngle\ . Ier!gthl. area volume -
MName Symbol -

acrefoot (pbased on U5, 5. acret (US survey) D

ampere A

ampere hour Ah

ampere per centimetre Adem

ampere per metre Adm

ampere per milimetre Asmm

ampere second A

attofarad aF

attojoule al

bar [unit of pressure] bar

bar per kelvin bar/K

bamel (UK petroleum) perd... bbl (UK lig.)/d -
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